NRC INSPECTION MANUAL NMSS

I NSPECTI ON PROCEDURE 85315

ACCOUNTI NG AND | NTERNAL CONTROL

PROGRAM APPLI CABI LI TY: 2681

85315-01 | NSPECTI ON OBJECTI VE

Verify that the |icensee has established and nai ntai ns auditabl e
records sufficient to denonstrate that process nonitoring, item
nmonitoring, alarmresolution, quality assurance accounting and
internal control requirenents are net. Internal control docunent a-
tion should be provided for independent assessnments of the MC&A
program eval uati on and resol uti on of shi pper/receiver differences
and the scrap control program

85315-02 | NSPECTI ON REQUI REMENTS

The accounting and internal control systens nmust conply with all
appl i cabl e NRCregul ati ons and saf eguards |i cense conditions. The
FNMCP cont ai ns general commitnents relative to the accounting and
internal control. By inspection determ ne whether:

02.01 Li censees authorized to possess at any one tinme and
| ocati on speci al nuclear material inaquantity totaling norethan
350 grans of contai ned urani um 235, urani um 233, or plutoni umor any
conbi nati on thereof, conplete and submt to the Conmm ssion (on
DOE/ NRC Form742 and 742C, Materi al Bal ance Report) nateri al bal ance
reports concerning a speci al nucl ear materi al recei ved, produced,
possessed, transferred, consuned, disposed of, or lost by it. A
statenment of the conposition of the ending inventory nust be
submtted to the Comm ssion as an attachment to each materi al
bal ance report. Each |icensee shall conpile a report as of March
31 and Septenmber 30 of each year and file it within 30 days after
the end of the period covered by the report. The Conm ssion may
permt alicensee to submt such reports at ot her tinmes when good
cause i s shown. In preparing and submttingthe reports descri bed
in this paragraph, each licensee shall conply with the printed
instructions for conmpleting the particular form [74.13(a)(1)]

02.02 Requi red nucl ear material transfer reports are conpl et ed:
a. Licensees who transfer and/ or recei ve speci al nucl ear nateri al
conpl ete and di stri bute a Nucl ear Materi al Transacti on Report
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on DOE/ NRC Form741. This shoul d be done i n accordance with
the printedinstructions for conpletingthe formwhenever the
i censee transfers or receives a quantity of special nucl ear
mat erial of 1 gramor nore of contained uranium 235, ura-
nium 233, or plutonium [74.15(c)]
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b. Licensees who receive 1 gramor nore of contai ned urani um 235,
urani um 233, or plutoniumfroma foreign source shall

1. Conplete both the supplier's and receiver's portion of
DOE/ NRC Form 741; [74.15(b)(1)]

2. Performthe independent tests to assure the accurate
identification and nmeasurenment of the material received,
including its weight and enrichment; and [74.15(b)(2)]

3. | ndicate the results of these tests on the receiver's
portion of the form [74.15(b)(3)]

02. 03 Li censees subject to the requirenments of 74.51 submt a
conpl et ed Speci al Nucl ear Material Physical I nventory Sumrmary Report
on NRC Form 327 not | ater than 45 cal endar days fromthe start of
t he physical inventory required by 74.59(f). The |icensee shall
report the inventory results by plants and total facility to the
MC&A |icensing unit at NRC Headquarters. [74.17(c)]

02. 04 The | icensee has established and mai ntains a system of
measur enents sufficient to provi de the data necessary for perfor-
mance of the material control tests required by 74.53. [74.59(d) (3

)]

02. 05 The licensee has inplenented policies, practices and
procedur es desi gned to ensure the qual ity of physical inventories.
These incl ude:

a. Maintenance of records of the quantities of SSNMadded t o and
renmoved from process. [74.59(f)(2)(ii)]

b. Requirenments for signed docunentation of all SSNMtransfers
bet ween areas with different custodial responsibility that
reflect all quantities of SSNMtransferred. [74.59(f)(2)(iili

)]

c. Means of control of an accounting for internal transfer
documents. [74.59(f)(2)(iv)]

02. 06 Audi t abl e records have been establ i shed and retai ned f or
at | east three years unless alonger retentiontinmeis required by
10 CFR 75. [74.59(9)]
02. 07 The | i censee has established internal control s including:
a. Procedures for shipping and receiving SSNM t hat provide
docunment ati on of shipper/receiver difference eval uations,
i nvestigations, and corrective actions. [74.59(h)(1)]
b. A scrap control programthat assures that:
1. Internally generated scrap or scrap fromother |icensees

or contractors is segregated until accountability is
established. [74.59(h)(2)(i)]
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2. Any scrap neasured with a standard devi ati on greater than
five percent of the measured anpunt i s recovered so t hat
the results are segregated by inventory period and
received within six nonths of the end of the i nventory
period in which the scrap was generated except where it
can be denonstrated that the scrap neasurenent uncer-
tainty will not cause nonconpliance with 74.59(e)(5).
[ 74.59(h) (2)(ii)]

02. 08 Checks and bal ances have been incorporated in the MC&A
systemsufficient to control the rate of human errors in materi al
control and accounting information to as |low as reasonably
achi evable. [74.59(h)(3)]

02. 09 The |icensee has conducted i ndependent assessnments at
| east every 12 nonths that assess the performance of the MC&A
system reviewits effectiveness, and docunent nanagenent's action
on prior assessnent recommendati ons. Assessments must include an
eval uati on of the measurenent control program of any outside
contractor | aboratory performnm ng MC&A nmeasurenents for alicensee,

unl ess the contractor is also subject to the requirenments of
74.59(e). [74.59(h)(4)]

85315- 03 | NSPECTI ON GUI DANCE
03. 01 Requl ations. 74.59(g), 74.59(h)

03. 02 Requl atory Guides and Reports. NUREG- 1280, Standard
Format and Cont ent Acceptance Criteriafor the Material Control and
Accounting (MC&A) Reform Amendnment, Section 4.6, "Accounting,"”
Section 4.7, "Shipnments and Recei pts, " Section 4.8, "Scrap Control,"
and Section 4.10, "Independent Assessnent.”

03.03 Criteria. The inspector verifies that the licensee has
est abl i shed an audi tabl e records systemthat contains sufficient
informationto facilitate future reviews, audits, and i nspections
to denonstrate that all Plan conm tnents have been net.

Pre-inspection Activities. To prepare for the inspection, the
i nspect or should reviewthe specific portions of the FNMCP and t he
saf eguards | i cense condi tions for the planned i nspection activities;
review the previous inspection report for the site; review any
unresol ved or followup itens to be addressed duri ng t he i nspecti on;
and revi ew any comruni cati ons (including information notices and
bulletins) with the facility since the |ast inspection.

Post I nspection Activities. Followupis conducted as describedin
Manual Chapter 92701 and the Inspection Report is generated as
descri bed in Manual Chapter 0610.

a. Accounting Record Retention Periods. The inspector should
verify that the records systemprovi des for retention of key
mat eri al accounting and original source data and rel evant
reports and docunents i ncludi ng managenent structure; MC&A
policies and procedures; neasurenent data used for | oss
det ection, al armresol uti on and mat eri al bal ance accounti ng;
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records of the investigation and resolution of alarns;
cal i brations of measurenent systens, nmeasurenment quality
control data, bias adjustnents and t heir backup data, and t he
statistical analyses of the neasurenent control data;
cal cul ati ons of action thresholds for the detection system
shi pper/receiver data and investigations of significant
shi pper/receiver di fferences; tanper-safing records; physical
inventory listings and inventory work sheets; records of
i nventory differences (1Ds) and cal cul ati ons of standard error
of the inventory differences (SEIDs); reports of investiga-
tions and resol ution of alarnms, excessive I Destimtes, and
shi pper/receiver differences; and reports of periodic revi ews
and assessnents and the resultant corrective acti ons taken by
managenent. Auditabl e records nust be retai ned for at | east
three years unl ess a | onger periodis required by 10 CFR 75.

b. The inspector should determ ne that verification for SSNM
recei pts of container identity and integrity, seal identity
and integrity, and bulk container gross weights has been
accomplished withinthe tinme limts approved in the FNMCP.
Shi pper/recei ver differences shoul d be eval uated for signifi-
cance for both elenent and i sotope. Any statistically
si gni ficant shi pper/receiver difference (whether for el enent
only, isotope only, or both) nust be investigated and resol ved
unl ess the U-235, U-233 or Pu difference associated with a
particular lineitemor the total shipnment, as the case nay
be is | ess than 50 grans. Packagi ng of SSNMshi pment s shoul d
be observed by appropriate |icensee personnel to assure
conpliance with all required |ocal, state, and federal
regul ati ons. Shipping information should al so be carefully
checked and seal integrity exam ned prior tothe shi pnment of
any contai ner.

Al'l transfers of SSNM between any two CAAs nust be properly
docunment ed and nmeasured. The neasurenment of SSNMnay occur
at either the point of transfer or the point of receipt.
Transfer docunments must contain appropriate descriptive
i nformation such as date, material type, enrichment, wei ght,
i temor contai ner nunber, and nmust be uni quely identified and
controlled. Once amaterial transfer docunent has been used,
t he SSNM cust odi an shoul d i nmedi ately forward a copy to the
accounting office. All material transfer docunents nust be
accounted for.

c. Theinspector shouldreviewthe licensee' s subm tted NRC Form
327 at the MC&A | i censi ng unit at NRC Headquarters and conpare
the current formwith the form from the previous period.
During the onsite i nspection, the i nspector can conpare the
submttal with the plant records.

d. The inspector shouldreviewrecords and reports to verify that
they contain sufficient detail to denonstrate that SSNM
control and accounti ng has been conducted in conmpliance with
74.53, 74.55, 74.57, and 74.59.

Records may be retained i n hard copy, magneti c t apes or di sks,
m crofiche, or other suitable forns.
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Revi ew I nternal Control Docunmentation. The inspector shoul d
exam ne internal control docunentation to determ ne that
accounting errors, shipper/receiver differences andinventory
differences (I D) are investigated and corrective acti ontaken
wher e assi gnabl e errors can be determ ned. The data col |l ect -
ing, recording, and auditing procedures should provide
reasonabl e protecti on against errors in the records.

Al'l accounting forns shoul d be control |l ed by seri al nunber or
by some ot her equival ent coding system |In addition, these
forms shoul d provi de for the appropriate nunber of signatures.
Source data forms should be signed by the originator and
hi s/ her supervisor. The supervisor may del egate hi s/ her
signature authority. Internal transfer forns shoul d be si gned
by both the shipping and receiving custodians or their
desi gnated alternates. Inventory forns shoul d be si gned by
the inventory teamand their supervisor. All adjustnmentsto
source data and accounting records should be approved by
signature of authorized individuals and substantiated with
backup dat a.

Wher e accounting forns and/ or signatures are repl aced using
conput er - based t echni ques, such use nust provi de equi val ent
or better information than that provi ded by manual accounting
forms and signatures. Magnetic cards, keywords, and ot her
such uni que i dentifiers used to performMC&Atransacti ons nust
be controlledinamnner whi ch protects agai nst their use by
unaut hori zed i ndividuals. | dentifiers nust be changed
whenever there is a reason to suspect that they have been
conpronm sed. |n addition, as an added precauti onary nmeasure,
they should usually be changed in accordance with sone
predet erm ned frequency. The FNMCP or an associ at ed procedure
shoul d speci fy howfrequently such routine changes are made.

The inspector exanmi ne the |icensee's nethod for ensuring
redundancy and evaluates the potential for primary and
secondary records both being destroyed in a single event such
as fire, flood, etc.

Audit of Accounting Records. The nunber and types of records
subject to inspection will vary fromfacility to facility.
Based on t he avail ability of nmanpower resources and t he nunber
and types of records, sonme records nay be selected for 100
percent i nspection. For records not sel ected for 100 percent
i nspection, theinspector shall audit the accounting records
by eit her sel ecting a randomsanpl e of each type of record for
an i ndependent manual check or by usi ng sone ot her recogni zed
met hod of anal yzing the correctness of |icensee records. A
record shall be considered defective only if it contains an
error involving incorrect or mssing data that coul d af f ect
the materi al bal ance. Sanpl e sizes shall be det erm ned usi ng
an appropriate attri bute sanpling planthat has at | east a 90
percent power of detecting if nmore than one percent of the
records are defective and a 90 percent or hi gher probability
of accepting records that arel ess than 0.2 percent defective.
If this audit rejects a record type, the inspector shall
notify the licensee of the need to exam ne any renmaining
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records inthis category and to correct all records that are
defective. Theresults and conclusions of all records audits
must be docunented in an inspection report.

The record systemmust have sufficient redundancy to enabl e
reconstruction of | ost or mssing records so that a conpl ete
know edge of the SSNMi nventory i s avail able. The capability
for reconstruction of records will be provi ded by a subsystem
including source data for receipts, shipnents, internal
transfers, adjustnments, and corrections to the records t hat
are retained in a separate secure |l ocation so that a single
i ndi vi dual or a singleevent cannot alter both accounti ng and
source records.

Appropriate safeguards are inplenmented to prevent | oss,
m spl acement or acci dental destruction of the inventory and
itemlocationrecords. Therecord systemw || be conpl et e and
sufficiently detailed to permt auditing of all parts of the
MC&A system The records and reports will be readily
traceabl e back to source docunents.

g. The el enent and i sot opi c content of SSNMshi pnments are based
on neasur enment s obt ai ned fromnmeasurenent systens subj ect to
t he neasurenment control program Receipts of SSNMar e checked
and nmeasured to confirm that the quantity received is
consi stent with the supporting docunentation. |temchecks and
seal integrity inspections are conpleted within 24 hours of
recei pt. Recei pt measurenents are conpleted within 30 days
of receipt except in the case of scrap.

Scrap control procedures provi de for segregati on of any scrap
that originates fromoff-site fromscrap generated on-site
until accountability has been established and recovery of
scrap within six nonths after the i nventory period in which
it was gener ated when such scrap has a standard devi ati on of
its measurenent estimator greater than five percent of the
measur ed anount unless it can be shown that the total scrap
measur enent error wi Il not cause nonconpliance with 74.59(e) (
5)

h. Review of Accounting Checks and Bal ances. The inspector
reviews procedures and job performance aids to detern ne
whet her they contribute to mnim zingthe rate of human errors
in MC&A i nformati on. The record mai ntai ned of the frequency
of the human errors shoul d be revi ewed to determ ne whet her
the licensee is nmonitoring human error rates and using this
informationtoidentify procedures and tasks for nodification
or additional checks and bal ances. Cross-checks or other
controls are provided to prevent or detect errors in the
records that would affect IDs or item | ocation records.

MC&A pr ocedur es assure that the frequency and consequences of
human errors are mnimzed. These procedures include job
performance aids where applicable and are formatted in a
manner that facilitates areduction of human errors and hel ps
to make errors easier toidentify. MC&A activities associ ated
with collecting and processing data, record-keeping, and
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03. 04
chart

85315

auditing are automated where it i s practical and advant ageous
to do so. The quality control systemnonitors the frequency
of human errors and permts categorization of the types of
errors encount er ed.

Revi ew | ndependent Assessnents. An independent assessnent i s
a conpr ehensi ve eval uati on of t he MC&A systemt o i ndependent |y
assess the system design, to evaluate its capabilities to
achi eve the general safeguards objectives and to detect

deficiencies or weaknesses in either the system design or
i npl ement ati on. The assessnent enconpasses the entire MC&A
systemw th particul ar enphasi s on abrupt | oss detection, item
control, and al armresol uti on. The assessnent i s a judgenent

based on audits and reviews. Audits reviewthe accuracy of

accounti ng and nmeasurenent records to determ ne that human
errors have been controll ed. Audi ts should include the
ti meliness, conpl eteness and accuracy of the witten account-

ing records. Reviews are conducted to determ ne t hat t he MC&A
programis doing the right things. Reviews focus onthe scope
and i ntent of the MC&A program The assessnent exam nes t he
results of both audits and reviews in |light of the MC&A
performance history to nake a judgenent of MC&A program
effectiveness. The i nspector should reviewthe i ndependent

assessnents to ensure that they are in fact i ndependent, to
| ook for indications of potential MC&A systemi nadequaci es,

and to determ ne what actions are being taken to resolve
i ssues raised.

Assessnents, audits and revi ews nust be performed at | east
annual | y. Saf eguards managenent nmust docunent their response
to the findings of each audit, review and assessnent, and
correct identified deficiencies in a tinmely and effective
manner .

The inspector should determ ne whether the contractor
measur ement prograns conplies with applicable NRCrequirenments
by anal yzingthe results of thelicensee's annual revi ews and
audits of its contractor | aboratory. An occasional visit by
i nspectors to contractor | abs (perhaps every 2 to 3 years)
m ght al so be enpl oyed as an overcheck of the effectiveness
and conpliance of these | abs.

| nspection Activities Flowchart. Figure 1 shows a fl ow
of the accounting and internal control inspectionactivities.

END

-8- Issue Date: 03/18/91



FI GURE 1

ACCOUNTI NG AND | NTERNAL CONTROL | NSPECTI ON
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